«OCTOPOKHO, MOLIEHHUKH 1»

B ycrmoBusx pasButus 1iudpoBoli SKOHOMHUKH, JICKTPOHHBIX TUIATEKHBIX CUCTEM
MEePCOHATBHBIX DJJEKTPOHHBIX YCTPOHUCTB H MHTEpHETa CTPEMUTENTHHO BO3POCIIO
KOJIMYECTBO COBEPIICHHBIX C UX MCIOJIb30BAaHUEM MPECTYIUICHUH.

CoBepIieHIIO JaHHOW KaTerOpHH MPECTYIUICHHH CIOCOOCTBYIOT JOBEPUYUBOCTH
rpaxaaH, HEJOCTaTOYHAs] WX OCBEJOMJICHHOCTh M MPEHEOPEKUTETHHOE OTHOIICHUE
K JIEMEHTApHBIM TTpaBuiIaM 0€3011acCHOCTH.

[ns  npenynpexaeHWss TNPOTUBONPABHBIX JEWCTBUM M0 JIHCTAHUUOHHOMY
XHINEHUIO TICHEKHBIX CPEJICTB BAXKHO 3aTIOMHUTH CIICYIOIIEE.

Cotpynnuku 60aHKa 1o Tene(oHy WK B SJICKTPOHHOM MHUChME HE 3aIpalinBaroT:

® [IepCOHAJILHBIC CBEACHHUS (Cepusi U HOMEp TaclopTa, aapec PEerucTpaum,

UM U haMUIIKS BIIaJIeNblia KapThl);

e pexBu3UTHI, cpok aevctus, [IMH- u CVV-koab 6aHKOBCKUX KapT;

e mapomu wi Koael u3 CMC-cooOmieHnid sl MOATBEPKICHUS (UHAHCOBBIX

orepanui Uik X OTMEHbI;

e JIOTHH W TapoJIb JIJIs BXOJa B JIMYHBIA KaOWHET KJIIMCHTa OaHKa.

CorpyaHuku 0aHKa TakKe He Mpeiararor:

® VYCTaHOBHTH MPOTrPaMMBI yIAJIEHHOTO JOCTyna (WM WHBIE CTOPOHHHUE
MPUIOXKEHHS) HA MOOWJIBHOE YCTPOMCTBO M PA3PEIIUTh MOJKIIOYEHHE K HUM
OJT TIPEJIOTOM TEXHUUYECKON TOICPIKKHU (HApUMep, yIajJeHue BUPYCOB);

e nepelitu no ccbuike u3 CMC-cooliieHus;

® BKIIOYHUTH TIEpeajgpecanuio Ha TejdedoHe KIMeHTa [JJIsi  COBEPIICHUS
B JAIBHEHIIIEM 3BOHKA OT €r0 UMEHU B OaHK;

® 0] WX PYKOBOJCTBOM TIEPEBECTH JMJiI COXPAHHOCTH JCHEXHBIC CpElICTBA
Ha «GallUIIEHHBIE)» WU «Oe30IacHbIe» CUéra,;

e 3aliTu B OHJIaliH-KaOWHET 10 cchuike 3 CMC-cooOmmeHns uiu 3IeKTPOHHOTO
MMChMa.

baHk MOXET MHUIIMHUPOBATH OOIIEHUE C KJIMEHTOM TOJIBKO JIsl KOHCYJbTaIluh
M0 TPEIOCTaBISIEMBIM yciiyram. llpu 3TOM 3BOHKH COBEpIIAIOTCS C HOMEPOB,
yYKa3aHHBIX Ha OOOpPOTHOM CTOPOHE KapThl, HA OPUIMATBHBIX caliTax U OAHKOBCKHUX
nokymMeHTax. lHpie HOMepa He IMEIOT HUKAKOTO OTHOIICHHS K OaHKY.

Yrobsl HE cCTaThb JKEpTBOM JUCTAHIMOHHOI'O MOIIEHHUYECTBA CIIEYeT
UCIOJIb30BaTh TOJIbKO OPUIIMATbHBIC KAaHAJIBI CBSI3H !

e (opMbl 0OpaTHOM CBS3M Ha caiiTe OaHKa U B MOOWJILHOM MPUIIOKCHUU;

e TenedOHBI TOPIUUX JTUHUH;

® TPYNIBI WK 9aT-00THl B MECCEHIKEpax (€CIIM TaKOBBIC NMEIOTCH ).

BaxxHO TOMHUTB, 4TO MOOWIILHBIE MPUJIOKEHUS OaHKOB CJIENYyeT CKayuBaTh
yepe3 oduiraabHbie Marasubl (App Store, Google Play u 1.11.).

HeoOxonuMo y4uTBIBaTh, 4YTO JE€p)Kareiab KapThl 00A3aH CaMOCTOATEILHO
o0ecneynTh KOH(MUIEHIIUATLHOCTh €€ PEKBU3UTOB U B ATOW CBSI3U U30€rarTh:

® TOJKIIOYCHHS K obmienocTymHbM cetsim Wi-Fi;

e wucnonp3oBanus [IMH- wm CVV-komoB mpu 3akaze TOBApOB U YCIYT

yepe3 ceTh «MHTepHeT», a Takke 1o Tenedony (pakcy);
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e COOOIIEHNUS] HAa3BAHHBIX KOJOB TPETHUM JHUIaM (B IPOTHBHOM CIly4yae JIOObIE
OIlEepallfy, COBEPIICHHBIE C MX MCHOJIb30BAHUEM, CUUTAIOTCS BBINOJIHEHHBIMU
caMuM Jiep>KaTeeM KapThl U HE MOTYT ObITh OIPOTECTOBAHBI).

[Ipn wucnosp30BaHMM OAHKOMATOB OTAABANTE MPEANOYTEHHE TEM, KOTOpbIE
YCTAHOBIICHBI B 3alTUIIEHHBIX MeCTax (HaImpuMep, B TOCYUPExKACHUAX, oprcax 0aHKOB,
KPYIHBIX TOProBbIX LieHTpax). [lepea ero ucnoab30BaHHEM, OCMOTPUTE U YOEIUTECH,
4TO:

e BCE ONEPALMH, COBEPIIAEMbIE TPEABIAYIIUM KIMEHTOM, 3aBEPIICHBI;

® Ha KJaBUaType U B MECTE JJIsl IpUeMa KapT HET JOMOJHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEMCIIPABHOCTH U MHbBIE MIOBPEIKJICHHUSI.

Cosepiiasi onepanuu, HE MPUCIYIIMBAUTECh K COBETAM HE3HAKOMBIX JIHOJIEH
Y HE MPUHUMANTE UX TTOMOIIIb.

[Ipu wucmonb30BaHMU COTOBBIX TenedoHOB (cMapTPoHOB) colmromaiiTe
CJIEIYIOIINE MpaBuUia:

® [P YCTAaHOBKE MOOWIBHBIX NPWIOKEHWH oOOpamaiiTe BHUMaHHE Ha
MOJIHOMOYHS, KOTOpbIE OHHU 3alpaliuBaioT. bynbTe 0COOEHHO OCTOPOXKHHBI,
€ClId TMPUJIOKEHUE IPOCHT IMpaBa Ha YTEHHE AJAPECHON KHUTH, OTIPABKY
CMC-cooO1ieHnit 1 MHBIX YBEIOMIICHUH, AOCTYI K ceTu «HTepHETY;

® OTKJIIOYUTE B HACTPOMKAX BO3MOXHOCTb HCIHOJIb30BaHUS  T'OJIOCOBOTO
YIIPaBJICHUS MPHU 3a0JI0OKMPOBAHHOM HKPAHE;

e He mepexoautre Mo cchuikaM u3 CMC-yBegomiieHU#, pa3IWYHBIX YaTOB
U MECCEH/KEpOB, HE YOEIMBIIUCh B HX JOCTOBEPHOCTH (II€pe3BaHUBANTE
JHOJSIM UX TIPUCITIABIINM );

e HE TMEPEUUCISINTE JICHEXKHBIE CpPEACTBA 3HAKOMBIM, POICTBEHHHUKAMH
u OMM3KUM JIHMIIAM Ha MX NPOChOBI O TEPEBOJE JICHEKHBIX CPEACTB
u3 CMC-yBenomieHui, PA3IMYHBIX 4aToB u MECCEHI)KEPOB,
HEe yOemuBIIMCh B HMX  JIOCTOBEPHOCTH  (MEpE3BaHUBANUTE  JIIOMSAM
UX MPUCIIABIINM);

[Ipu KCHONBb30BaHUHM UHTEPHET-CEPBUCOB, B TO YMCIE ISl MOKYIKU U MPOJAXKHU

TOBapOB U OKazaHus ycnyr (AButo, FOna u T.11.) 3aIOMHUTE P IPOCTHIX TPABUII:

® UCHOJb3YWTE CPe/ICTBA OOIICHMUSI, TPEIOCTABICHHBIE JaHHBIMU CaliTaMH;

® HE NEPEeXOJUTh Ha «UHAMBUAYATbHOE» OOLIEHUE C MOCTOPOHHUMHM JUIAMU
C MCTIOJIb30BAHUEM JIMUYHBIX HOMEPOB TEJIE(POHOB;

e HE IepelaBaiiTe CBOM INEPCOHAIbHBIE JaHHbIE, B TOM YHCIAa aJpec
MPOKUBAHUS, KOHTAKTHbIC TeNCPOHbl, OAHKOBCKUE PEKBU3UTHI U KOIbI
MOATBEPKACHUS OAHKOBCKUX OIEpaInii;

® UCIIOJIb3YUTE TOJIBKO TMOPSAOK U (OpMBI OIUIATHI, MOJYYEHUS TOBApPOB,
MPEAYCMOTPEHHbBIE TAHHBIMU UHTEPHET-CEPBUCAMM.

[Ipu omnate TtoBapa u ycayr B cetu «HHTepHET» (OCOOCHHO MpU MPUBSZKE

K PEeryJsipHbIM IUIaTeKaM WIM aKKayHTam) TpeOyeTcs BCErjla Y4YHUThIBaTh BBICOKYIO
BEPOATHOCTh II€PEX0Ja HA MOAJNCIBbHBIA CaWT, CO3JAaHHBIM JUISI KOMIIPOMETALNHU
KJIIMEHTCKUX JaHHBIX, BKJIIOUas MJIATEKHbIC KAPTOUHbIE JaHHBIE.

Jing  MUHAMM3AalMKA  BO3MOXHBIX XWIIEHWW TPU TPOBEACHUHU  OlEepalil

C MCMOJb30BaHUEM ceTu « THTEepHET» PEeKOMEHIYyeTCs
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e 0(opMHUTH BUPTYalIbHYIO KapTy C YCTAaHOBJICHHWEM pa3Mepa MHIAHBHAYAIbHOTO
JMMHTA, OrPAaHUYMBAIOIIETO OIEpalud, B TOM YHUCIE C HCIOJIb30BaHUEM
Npyrux OaHKOBCKUX KapT;

e BHuUMarelbHO uHMTaTh TeKCThl CMC-cooOmieHnii W WHBIX yBEJOMIICHUMN
C KOJAaMU MOATBEPKIACHUMN, IPOBEPATh PEKBU3UTHI Oniepauuid. Ecim pekBU3HUTHI
HE COBMAJAIOT, TO TAKOW MApOJIb BBOJUTH HEIb3sI.

Kornma ©Oank cudraer coBepiiaeMble OT HMMEHM KIMEHTa  OIepaluu
MOJIO3PUTEIHHBIMU, OH MOXKET 10 CBOCH MHHUIIMATHBE BPEMEHHO 3a0JIOKUPOBAThH JOCTYII
k cepeucam CMC-06anka u onnaitH-kabunera. Ecim onepariuu coBepiieHsl aepKaTesieM
KapThbl, AJs1 OBICTPOTrO BO30OHOBJIEHMS JOCTYNAa K JCHEXKHBIM CPEICTBAM JIOCTATOYHO
MO3BOHUTH B KOHTAKTHBIN IIEHTp OaHKa.

B cnyyae yrepu mnm cMeHbl HOMepa TejeoHa, MPUBS3AHHOIO K OAHKOBCKOM
KapTe, He0OXOAUMO:

e cBs3aThCA ¢ OaHKOM i oTkmoueHus yeinyru CMC-yBegomienus;

e 3a0JIOKMPOBATh CUM-KapTy, OOPAaTUBLIMCH K COTOBOMY OIlEpaTopy.

IIpy BO3HHMKHOBEHHM MAJICHUIINX NOJO3PEHUM HACUeT MPEATPUHUMAEMBIX
HOMBITOK ~ COBEPLIECHUS MOIIEHHUYECKUX JACUCTBUH CJlEeIyeT He3aMeIJIUTENbHO
YBEAOMJISITH 00 3TOM OaHK.

CobmtofieHrie TPUBEIEHHBIX MEP M PEKOMEHIAIMK TO3BOJHUT MPEIOTBPATUTH
cllydyau AUCTaHIMOHHOIO XUIIEHUSI IEHEKHBIX CPEJICTB.

VYpasieHue 110 Haa30py 3a CICACTBUEM,
JIO3HAaHUEM U OIIEPATUBHO-PO3BICKHOU IEATEIBHOCTHIO
npokypatypsl PecnyOnuku bamkoprocran



